
Anti-Phishing Takedown Service 

Telecom Fraud Is Rampant,
Numerous Institutions Being Counterfeited

Thousands of institutions were spoofed by the end of
December 2024, with the financial industry (banking, 
securities, and insurance) being the prime target.

Phishing, scams, and impersonation attacks are evolving
fast-targeting your brand, customers, and employees
across websites, social media, mobile apps, and more.
Regulators are demanding action. Attackers are getting
faster. You need a solution that doesn't just detect these
threats, but takes them down.

Impersonation Is Growing, 
And So Are the Risks

One Platform. End-to-End Protection.

We have built a repository of millions of
distinct phishing website signatures.

Providing sustained technical support
to financial institutions.

Built on our battle-tested SaaS platform
and threat intelligence.

Initial notification within 30 minutes of
detection.

Phishing Webites
Takedowns

The success rate of 
takedown within 72
hours shall not be less
than 90%. If it exceeds
72 hours, no fees will
be charged.

Annual average of 
48 hours

Rogue Mobile
Apps Takedowns

Annual average of
72 hours

Annual average of
72 hours

WeChat Official 
Accounts

Fake Social&
Messaging
Accounts

Annual average of 
72 hours

Fraudulent 
Phone Calls 

Dissemination

Monitor for tampering,
typosquatting,
defacements,

or compromise

Domain
Monitoring

Comprehensive Annual Response Plan:
• 24/7 SaaS monitoring and incident response.
• 8/5 technical support
• Guaranteed initial notification: within 30 minutes of detection.

ThreatBook Digital Risk 
Protection Services (DRPS)

Phishing Monitoring and Takedown Service Details
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Digital Asset Leak Monitoring and Response

ThreatBook Digital Risk 
Protection Services (DRPS)

One Platform. End-to-End Protection.

Source Code 
Platform 

Monitoring 
and Takedown

GitHub
Gitee
Gitlab
CSDN
GitCode
……

Baidu Drive
Ali Drive
Quark Drives
115 Drive
Lanzou Drive
……

Cloud Drive
Platform

Monitoring
and Takedown

SlideServe
Scribd
Slideshare
Baidu Wenku
Docin
……

Document Library 
Platforms

Monitoring 
and Takedown

Reddit
Quora
Answers
Zhihu
Baidu Zhidao
……

Q&A Platform &
Developer Community

Monitoring and
Takedown

Correlation Analysis
Availability Tracking
Access Tracking
Transaction Monitoring

Dark Web & 
Hacker Forum

Risk
Monitoring

Leakage of core product
source code

The leak of proprietary source code on GitHub has 
caused a loss of key technical assets.

This dangerous practice severs internal control over the files
and exposes them to permission leaks or unauthorized access.

Unauthorized storage of classified 
documents on cloud drives

Accidental leakage of internal files

Internal documents became publicly accessible, 
downloadable, and were further distributed.

Sensitive data including personal information and 
commercial secrets are traded by criminals on the dark

web and other illegal channels.

Trading of sensitive data on the dark web


